
Cauê Faleiros
Pentest & Offensive Security

contact@faleir0x.com | faleir0x.com | github.com/faleir0x | linkedin.com/in/cauefaleiros

SUMMARY
Full-stack developer moving into offensive security, focused on web application and API penetration testing. Building and
running production systems (authentication, access control, reverse proxies, centralized logging) shapes how I look for
flaws and write practical fixes.

EXPERIENCE

Agência Compor Ribeirão Preto, SP
Full Stack Developer Aug. 2026 – Present

• Develop and maintain web applications using Node.js, TypeScript, and React, implementing secure authentication
and strict access controls guided by OWASP.

• Manage the production infrastructure with Docker and CI/CD pipelines, centralizing log auditing with Loki and Grafana
for rapid incident investigation.

Software Development Intern Aug. 2025 – Jul. 2026
• Built APIs and backend integrations using Node.js and Express, working directly on database modeling with

PostgreSQL.
• Collaborated on bug fixing, code review, and analysis of operational failures to ensure the stability and security of

internal services.

IT Department – Ribeirão Preto Medical School, University of São Paulo Ribeirão Preto, SP
IT Infrastructure Intern Jul. 2024 – Jul. 2025

• Supported the operation of infrastructure services on Google Cloud Platform (GCP) and assisted with containerized
environments using Docker.

• Used Zabbix and Grafana to track corporate network availability and monitor the stability of systems in real time.

EDUCATION

Universidade Paulista (UNIP) Ribeirão Preto, SP
Bachelor of Computer Science Jan. 2023 – Dec. 2026

• Coursework: Data Structures and Algorithms, Information Security, Databases, Operating Systems

SKILLS
Pentest: Burp Suite, Caido, OWASP ZAP, Nmap, ffuf, Gobuster, SQLmap, Nuclei, Nessus
Scripting: Python, Go, Bash, PowerShell, SQL
Infra: Docker, Grafana, Prometheus, Loki, CI/CD, GCP
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